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1. Executive Summary 

This document provides an abstract framework for defining a holistic risk model to evaluate the 
inherent risk of operations in crisis scenarios involving both First Responders and unmanned 
aerial systems (UAS). The risk model takes into account risks stemming from the ground as well 
as the air, and includes risks affecting both the ground and the air. From these four classes 
representing combinations of risks in UAS operations in crisis scenarios, the risk model derives a 
common risk level. This common risk level can then be used to evaluate different mission variants 
and select the mission with the lowest risk. 

2. Introduction and Fundamentals 

The purpose of this document is to define a framework for assessing the risks involved in 
operating UAS in crisis and First response scenarios. We define how risks are evaluated, both for 
a UAS (with a given trajectory) and for a First Responder (with a given path or mission). This risk 
evaluation can later be used to perform risk mitigation by changing the plan, i.e., by changing the 
planned aircraft trajectory or the First responders’ mission. 
 
The risk model described in this document is meant to be tailored for First Responder missions. 
Furthermore, the risk model is meant to be able to be evaluated by a machine, for instance, in 
the course of planning a trajectory for a UAS in a crisis scenario. 

Crisis Scenarios 

In the following, we assume that there is a crisis situation, and that First Responders are on the 
site. In addition, we assume that the First Responders operate (either directly or through a 
subcontractor or rented operator) one or more UAS with a given purpose (e.g., gain overview by 
analysing video footage, enable communication by relaying radio, Wi-Fi, or mobile 
communication, etc.). The UAS operated by the First Responders are within their control, i.e., 
either a dedicated UAS operator or a subcontractor is responsible for controlling the UAS and 
maintaining safe operations. The control of the UAS will be mainly automatic, based on the 
definition of waypoints or targets, and manual control of the UAS will be only taken in case of a 
flight emergency. 
 
In addition, a crisis situation entails a highly dynamic environment of risks and threats, both on 
the ground and in the air. Such threats might consist of natural events, weather, fire, water, but 
might also entail other air traffic, both manned and unmanned. 

Risks, Hazards, Threats 

For the purpose of this document, we use the definition of “risk” in the Specific Operations Risk 
Assessment (SORA) document published by the Joint Authorities for Rulemaking on Unmanned 
Systems (JARUS) group [1]. In JARUS SORA v2.0, risk is defined as “the combination of the 
frequency (probability) of an occurrence and its associated level of severity” (originally provided 
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in [2]).  The consequence of an occurrence is designated as a “harm” of some type. In addition, 
we refer to the potential occurrence of such harm as “threat”. 
 
Risks management is required in High Reliability Organizations (HROs) such as ATM (Air Traffic 
Management). Comparable operation types include the operation of nuclear power plants or 
hospitals. HROs feature high complexity, tight coupling, multiple system levels, numerous 
decision makers with various degrees of accountability, frequent immediate feedback about 
decisions, compressed time factors, and more than one critical outcome that must happen 
simultaneously [3]. 

Types of Risks 

Risks in First Responder operations involving UAS can be regarded both from the air side (risks 
for the UAS) and from the ground side (risks for the First Responder or other involved 
stakeholders). In this section, we provide a brief overview of both of these aspects. 
 
In general, when considering risks in First Responder missions involving UAS, we identify the 
following general classes for risks: 
 

 Risks stemming from the ground, affecting the UAS (Ground-to-air risks), for instance, a 
tall building posing a risk of collision for the UAS. 

 Risks stemming from the UAS, affecting the ground (Air-to-ground risks), for instance, 
the risk of a UAS impacting a person on the ground. 

 Risks stemming from the ground, affecting the ground (Ground-to-ground risks), for 
instance, a fire line posing a risk to a victim or First Responder. 

 Risks stemming from the UAS, affecting other UAS or manned traffic (Air-to-air risks), for 
instance, the UAS posing a risk of mid-air-collision to a rescue helicopter. 

 
In the following, we discuss the various classes in detail. 

Ground-to-Air Risks (G2A) 
Certain risks stem from threats on the ground which put a UAS flying in proximity in danger. This 
risk class may include exposure threats such as fire (which poses a direct threat due to heat, low 
visibility caused by smoke and flammability, and an indirect threat due to turbulences caused by 
hot air) or radiation, but also structural threats such as collisions (e.g., a wind turbine). 
UAS affected by such risks might cause economic damages such as necessary repairs or a total 
loss of the UAS, but also reflect back as air-to-ground and air-to-air risks, since an affected UAS 
might impact the ground due to loss of control, leading to damages, injuries or loss of life on the 
ground, or damaged sensors affecting sense-and-avoid mechanisms leading to mid-air collisions. 

Air-to-Ground Risks (A2G) 
Risks stemming from the UAS and affecting the ground are primarily found in the danger of the 
UAS becoming uncontrollable and impacting the ground, structures on the ground, or people. 

https://respondroneproject.com/
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Collisions with the ground do not only damage the UAS, but may also cause economic damage 
due to the ground itself, e.g., when impacting an agriculturally used field, or due to damaging 
structures or objects residing on the ground, such as buildings, railroads, power or 
communication lines or vehicles. However, the primary threat of impacts with the ground resides 
in a potential collision with humans, where, depending on the energy of the falling or crashing 
UAS, severe injuries or loss of life are possible. Additionally, UAS can become a new source of fire 
when impacting the ground, due to its batteries or fuel. 

Ground-to-Ground Risks (G2G) 
In addition to risks caused by the operation of UAS, First Responder missions themselves also 
bear risks. While these are not specific to the operation of UAS, they are still significant to the 
project, since the risk model developed in this work package also entails such risks in its 
calculations. This is due to the fact that the planning of UAS and First Responders can be 
combined to further minimize the resulting (residual) risk, and also because in this project, sensor 
readings and images captured from drones can be used as a source of data informing First 
Responders about further risks. 

Air-to-Air Risks (A2A) 
Finally, the operation of UAS inherently poses the risk of mid-air collisions with other aircraft, 
either unmanned (i.e., other UAS) or manned. Other aircraft might include both UAS controlled 
by the same team of First Responders, UAS controller by other teams or authorities (unmanned 
traffic), or manned aircraft, both unrelated and related to the crisis situation (commercial or 
general aviation, or responding aircraft such as emergency helicopters). Again, such risks are not 
only relevant to the project because of potential damages to the UAS, but mainly because of the 
dangers towards humans, either by endangering people in manned traffic, or by causing harm 
when colliding with the ground. 

Risk Management 

Risk management entails two steps. First, the risk borne by the current situation (i.e., the status 
quo and the planned future development according to a given mission or plan) must be 
evaluated. Second, if the calculated risk metric is considered too high (according to a pre-defined 
metric or scale), risk must be mitigated, i.e., the risk metric must be reduced by changing the 
status quo (or the plan). 
 
Generally, once a proper risk model is available, risk evaluation merely entails calculating a 
number (risk value) according to this risk model. In contrast, risk mitigation is more complex, 
since reducing risk can be performed in various ways. 
 
For instance, if the risk stemming from a given planned crisis response plan is mainly due to a 
UAS flying over a path frequently used by First Responders (e.g., an exit route from a crisis area), 
the risk can be mitigated by choosing a different trajectory for the UAS. However, it can also be 
mitigated by choosing a different UAS, for instance, a UAS equipped with a parachute or other 
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emergency landing technology such as autonomous autorotation, which reduces the risk of harm 
to the First Responders. Another mitigation strategy consists of changing the planned path of the 
First Responders. Naturally, each mitigation strategy has its own benefits and drawbacks, which 
are highly dependent on the situation and use case. 
 
In this document, we provide a risk model which is usable for the risk evaluation. At certain 
points, possible risk reduction strategies are indicated, but the presented risk model is not 
designed to provide a thorough risk mitigation strategy. Such a strategy must include operational 
aspects outside of the scope of this risk model. 

Risk Evaluation in UAS Operations 

According to the European Aviation Safety Agency (EASA), UAS operations are divided into three 
classes: Open, Specific, and Certified [4]. The Open category does not require an authorization 
and is used for flights with significantly low risk (e.g., due to a high distance to structures, airports, 
and persons), while the Certified category is required for operations with a high associated risk 
(e.g., in urban areas) and requires an explicit acceptance by an authority. The Specific category, 
situated between the Open and Certified classes, governs situations where risk is increased, but 
there is sufficient data and experience available for a risk assessment which can then be accepted 
or rejected by an authority based on SORA. SORA is an approach to define and evaluate the risk 
of a UAS operation. SORA assigns two risk values to a given UAS operation, the ground risk class 
(GRC) and the air risk class (ARC). These numbers are influenced by certain aspects, such as the 
geographical region of operation, its proximity to airports, its population density, the time 
(weekday, daytime) of the planned operation, the type of UAS, or provisions for reducing the 
threat stemming from the UAS impacting the ground. Based on the GRC and ARC, the operator 
can provide risk mitigation strategies by declaring actions taken to reduce risk (e.g., the usage of 
a parachute system). Finally, SORA yields a Specific Assurance and Integrity Level (SAIL) and 
recommends Operational Safety Objectives (OSO) based on a given SAIL and UAS operation. 
 
The model defined by SORA and the holistic risk model described in this document are similar in 
nature, since they both share certain objectives. Nevertheless, certain objectives are different 
(such as the lack of risk mitigation) and certain differences in the models exist (such as the explicit 
inclusion of First Responders and their specific risks in the risk assessment). We provide a short 
comparison of the risk model presented in this document and SORA in Section 3. 

Per-Mission Risk Evaluation, Risk Minimization 

The framework defined in this document can be used for per-mission risk evaluation. In a 
situation where multiple mission variants are compared for a single objective, the risk model can 
be used to identify the mission variant with the lowest risk score, in order to minimize the risk of 
the mission. Note that this document does not define how to determine mission variants, and 
these variants are assumed to be provided as a precondition. 
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3. Common Risk Model 

In this section, we describe a common risk model, taking into account both risks for UAS as well 
as risks for First Responders. In our model, we assume a given initial situation, and seek to 
determine the situation’s risk score. This score aims to take into account all risks outlined in 
Section 2. 
 
The model presented in this section is based on the risk assessment provided by SORA, but 
extends this model in various ways. On a fundamental level, we do not only take into account 
two risk classes (GRC and ARC), but add two more classes. The following table provides an 
overview of the mapping between SORA and the risk model presented in this document. 
 

Table 1. Comparison between the risk model presented in this document and SORA 

Holistic Risk Model SORA 

A2G: Air-to-ground risk GRC 

A2A: Air-to-air risk ARC 

G2A: Ground-to-air risk (only indirectly through GRC) 

G2G: Ground-to-ground risk (not modelled) 

 
 
While the A2G and A2A risk classes defined in this document represent the GRC and ARC defined 
in SORA, the G2A risk is only indirectly found in SORA through the GRC (a ground-to-air risk 
implies the possibility of loss of control of a UAS, which in turn poses A2G risk), and the ground-
to-ground risk class is not taken into account in SORA at all, since the scope of SORA does not 
include First Responder missions, and therefore risks of crisis scenarios are not relevant to SORA. 
 
We define the four risk classes as numbers between 1 and 10, with 1 being the lowest risk class, 
and 10 the highest. This is in line with the GRC of the SORA model. For each of the four risk 
classes, we define that the initial risk level is defined by the circumstances of the mission. These 
circumstances consist of any data available about the mission and its context, including but not 
limited to: 
 

 Geographical mission area 

 Operated UAS 

 Other traffic (UAS and manned) 
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 Obstacles and dangers 

 Structures 

 People (First Responders, victims, onlookers) 
 
This data represents the initial status of the mission, without any additional mission-specific 
strategy for reducing risk applied. We denote these values as initial A2G, A2A, G2A and G2G risk 
levels. Based on these initial risk levels, the operator may decide to apply specific techniques for 
reducing risk. These techniques can be applied in an ad hoc manner, i.e., when the operator 
learns that the current risk level is too high, but from an operational point of view, the planned 
mission is still favourable compared to other mission alternatives. In other words, these 
techniques can be used instead of re-planning the mission in a different way in cases where it is 
more desirable to apply risk-reducing techniques than to mission re-planning. The resulting risk 
values are denoted as residual A2G, A2A, G2A and G2G risk levels. 
 
In Figure 1, we show graphically how these values correlate with each other. 
 

 
Figure 1: Calculation of common risk from the four individual risk levels 

 
Based on the residual risk levels, a common risk (CR) level must be calculated. This common risk 
level is based on the four individual risk levels, and seeks to calculate a single, holistic risk level. 
 
At this point, it is noteworthy that various types of missions and various situations call for 
different strategies of combining risks to a CR level. For instance, in situations where timing is 
critical and manned aviation is not expected, the A2A risk can be values lower than the A2G risks. 
On the other hand, in situations where manned aviation is very likely, A2A risks are to be valued 
equally to A2G risks. 
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Therefore, the calculation of the common risk is mission-dependent. For the purpose of this 
document, however, we show one exemplary calculation, where the CR is defined as the highest 
number of the four individual risk values: 
 

𝐶𝑅 = max(𝐴2𝐺, 𝐴2𝐴, 𝐺2𝐴, 𝐺2𝐺) 
 
Alternative definitions might include the sum of all risk numbers, mean values, such as arithmetic 
or geometric, weighted or unweighted, or expert-defined lookup tables. For such expert-defined 
lookup tables, the CR level calculation process might consist of two steps, such as first combining 
air-based risks (A2G, A2A) and ground-based risks (G2A, G2G), respectively, and then forming a 
final risk score. 
 
The CR level, again, is defined on a scale from 1 to 10, with 1 denoting the lowest risk, and 10 
denoting the highest risk. 
 
Note that the CR can be calculated for any combination of risk mitigations, including using no risk 
mitigation at all (i.e., the initial risk levels), in order to gain insight into the effect of risk mitigation 
strategies. 

4. Exemplary Risk Calculation 

In the following, we present an exemplary calculation of a CR level for two different missions. 
Note that in this document, we have not yet defined numeric values for various threats, 
therefore, we use fictional values to exemplify the calculation. Concrete numeric values for the 
four risk classes will be defined in the course of the subsequent deliverables in this work package 
(D2.2 and D2.3), as additional knowledge and experience is gained with respect to risks in First 
Responder missions. 
 
Throughout this example, we will use the wording “we assume a numeric risk level of…” to 
indicate that concrete risk numbers will be used once they are defined. 

Example Scenario 

For this example, we assume that First Responders have reached the aftermath of an earthquake. 
At the disaster site, there are various threats and hazards, such as a widespread fire, buildings in 
danger of collapsing, and tall buildings posing a threat to UAS due to potential collisions. 
 
In Figure 2, we show a schematic providing an overview of the situation on the disaster site. 
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Figure 2: Initial situation for the disaster scenario 

In the top left, the First Responder station is shown, including the First Responders (blue), along 
with a UAS, its GCS and its operator. On the bottom, victims (red) are situated and in need of 
rescue by the First Responders. Between the First Responders and the victims, a widespread fire 
has engulfed a larger area. It is not yet clear what state the victims are in, and the First 
Responders might require multiple trips to finish the rescue mission. The blue dashed arrow 
represents the mission assignment for the First Responders. Furthermore, to clarify the situation, 
search for additional victims and gain a better situational understanding, the First Responders 
seek to deploy a UAS with an on-board camera to a position closer to the victims and on the other 
side of a fire. In addition, to the left of the fire, smaller buildings reside, but due to a reported 
earthquake, the First Responders must assume risk of collapse of these buildings. Emergency 
traffic is present in the airspace above the smaller houses. This traffic is a manned small airplane 
belonging to the local police, deployed to survey the situation and look for more victims, and is 
outside of the responsibility and authority of the First Responders on site. Unfortunately, due to 
organizational boundaries, the First Responders also do not gain direct access to the observations 
performed by the police airplane, further increasing the necessity for deploying their own UAS. 
Finally, to the upper-right side of the fire, there is an area of taller buildings with dense 
population. While this area is not at risk of collapse, these buildings might pose a risk to UAS due 
to their height, since UAS might collide with tall buildings or other structures in this area. In 
addition, such a crash is likely to result in injuries or loss of life due to the high population density. 
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Plan A 
From the initial situation, the on-site commander identified an initial mission plan, denoted as 
Plan A. The plan is shown in Figure 3. 
 

 
Figure 3: Plan A mission overview 

Plan A consists of the First Responders taking a route through the smaller houses, just outside of 
the area engulfed in fire, to reach the victims. Furthermore, the UAS chooses a path between the 
fire area and the densely populated area. We now show an exemplary assessment of the four 
individual (initial) risk values for Plan A. 
 
First, we analyse the A2G risk class. We assume that the traffic flying over the sparsely populated 
area does not pose a risk relevant to our operation, since (i) it is manned and can therefore be 
assumed to follow existing regulations for manned air traffic, and (ii) it is not controlled by the 
First Responders. Furthermore, we observe the planned trajectory of the First Responder UAS 
(marked in green) and see that it does not fly over populated areas, roads, buildings, or other 
infrastructure. However, in a “fly-away” scenario, i.e., a malfunction of the on-board controller, 
the UAS might incorrectly take course over the adjacent densely populated area. As mentioned 
in the introduction to Section 4, for exemplary purposes, we assume fictional values for the risk 
levels, and will present means of calculating the numerical values in later deliverables. We 
therefore assume an initial numeric risk level of 3 for the A2G risk class. However, the First 
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Responders might decide to reduce this risk by equipping the UAS with provisions prohibiting a 
fly-away situation such as an emergency engine cut-off. Hence, in case of a malfunction, the UAS 
would only continue on a ballistic trajectory and crash on (unpopulated) ground instead of 
inadvertently flying over populated areas. We assume that this reduces the residual A2G risk 
from 3 to 2, accounting for some residual risk stemming from the fact that this system itself might 
also malfunction. 
 
We then analyse the A2A risk class, i.e., risk exposed by UAS operations towards other traffic and 
vice versa. At this point, we assume that we are not near an airport or aerodrome, and that the 
UAS is flying in very low level (VLL) airspace, i.e., below 500ft AGL. In this airspace, other traffic is 
very unlikely, except for traffic related to the crisis scenario itself (such as the police airplane) and 
other emergencies, e.g., other traffic performing an emergency landing unrelated to the crisis 
scenario. The former is likely, but known, and the latter is highly unlikely. Since the planned UAS 
trajectory is not close to the known police airplane, we assume a numeric A2A risk level of 1, with 
no need for risk reduction. 
 
We continue to G2A risks. Similar to A2G risks, we note that the UAS path does not traverse over 
any area that is populated or contains buildings or structures. We assume that the terrain is flat 
and no significant mountains or hills are within the flight path. Furthermore, there are no other 
risks of collisions and no risks of exposure (heat, fire, radiation, chemicals) present on the flight 
path. Therefore, the G2A risk is very low, and we assume a numeric G2A risk level of 3, since the 
UAS might encounter a fly-away scenario and possibly enter an area with high buildings, or an 
area engulfed by fire. However, in the same manner as with G2A, we subsequently reduce this 
risk to 1 due to an emergency cut-off capability of the UAS. 
 
Finally, we take into account the G2G risk class. In this scenario, the First Responders are exposed 
to significant risk due to their route traversing an area which suffered from an earthquake, and 
has been deemed as prone to collapses by experts. Therefore, we assume that according to this 
assessment and based on the detailed expert opinion (stemming from the condition of the 
endangered buildings), the numeric risk level is assumed to be 7. The First Responders have no 
means of reducing this risk; hence, the residual risk level remains 7. 
 
At this point, we can calculate the CR value for the entire mission. As described in Section 3, we 
simply use the maximum function, i.e., we assume the highest individual risk to be the common 
risk value. This is done to achieve a conservative risk assessment. In our case, the highest 
individual risk value was the G2G risk level assumed to be 7, which sets the assumed CR value to 
a risk level of 7 as well. 
 
In Table 2, we provide an overview of the individual risk class values, together with a summary 
of comments on what the core influencing factors of the given risk class were. 
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Table 2. Risk levels for Plan A 

Risk Class Initial Residual Comments 

A2G 3 2 Unpopulated area, but densely populated area adjacent. Risk 

reduced by remotely controllable emergency cut-off. 

A2A 1 1 All traffic related to crisis situation is known and well 

deconflicted, other traffic highly unlikely in VLL airspace. 

G2A 3 1 No risks of collision with ground, buildings or structures, no 

sources of heat, fire, radiation etc. Risk of fly-away reduced by 

emergency cut-off. 

G2G 7 7 Significant risk of collapsing buildings leading to injuries or loss 

of life 

CR  7 Common risk: Highest value of all individual risk classes 
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Plan B 
In addition to the previously discussed Plan A, the commander (automatically or manually) 
creates another plan, denoted as Plan B and shown in Figure 4. 

 
Figure 4: Plan B mission overview 

In this plan, the path of the First Responders has been adapted to avoid the previously highly-
valued risk of collapsing buildings. The First Responders’ path is now clear of collapses. We again 
analyse the individual risks one after the other. 
 
The A2G risk has increased significantly in this scenario, since there is now a segment on the UAS 
trajectory where the UAS is flying directly overhead the First Responders’ route. While we cannot 
certainly determine that the UAS will fly over the path while there are also First Responders on 
it, the First Responders’ path might be used repeatedly and must therefore be regarded as 
constantly used. While the UAS has an emergency cut-off preventing it from leaving its assigned 
airspace laterally, initially, it does not have a parachute on board. Therefore, any malfunction (or 
inadvertent deployment of the cut-off) would indicate an impact area directly on the First 
Responders’ route, putting in danger both the First Responders as well as any victims currently 
evacuated. Therefore, the initial numeric A2G risk as assumed to be 9. The First Responders have 
the availability of using a parachute which would reduce the available mission time by 14% due 
to additional weight. However, doing so would also reduce the energy of impact of a UAS on the 
ground, thus limiting the potential injuries. Since no loss of life of a healthy person can be 
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expected from an impact with a parachute, but already injured victims being rescued might suffer 
fatal wounds from such an impact. Also, while not fatal to healthy persons, an impact still may 
cause severe injuries, and we assume that the risk reduction stemming from a parachute only 
mandates an assumed residual risk level of 8.  
 
The A2A risk level remains the same, since no trajectory (neither the police plane’s nor the UAS’ 
trajectory) has changed compared to Plan A. Therefore, the final A2A risk is still 2. 
 
The G2A risk level also remains the same. No trajectory has changed compared to Plan A, and the 
new First Responders’ route beneath the UAS trajectory does not incur any additional risk to the 
UAS. Therefore, the final assumed G2A risk level is still 1. 
 
Finally, the G2G risk level is assumed to drastically decrease in comparison with Plan A, since the 
First Responders no longer use a route crossing buildings bearing the risk of collapse. The only 
remaining danger to the First Responders is the adjacent fire. However, since the persons acting 
as First Responders are well-trained in dealing with fires, there is only some risk of the fire flashing 
over to the First Responders’ route. We therefore assume the initial and residual G2G risk level 
to be 2. 
 
Table 3 shows an overview of the risk values for Plan B, together with the RC level of 8. 
 

Table 3. Risk levels for Plan B 

Risk Class Initial Residual Comments 

A2G 9 8 UAS flying directly over rescue route, endangering both First 

Responders and victims. Reduction from 9 to 8 due to 

parachute, since injured victims might still suffer fatal wounds 

from an impact despite a parachute. 

A2A 1 1 (Same as Plan A) 

G2A 3 1 (Same as Plan A) 

G2G 2 2 Only small risk of fire flashover to rescue route, well-trained 

personnel acting as First Responders 

CR  8 Common risk: Highest value of all individual risk classes 
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Plan C 
From these high risk values, the First Responders devise two new strategies, the first one of which 
we analyse as Plan C. 
 

 
Figure 5: Plan C mission overview 

In Figure 5, we see that the UAS trajectory has been moved farther away from the First 
Responders’ rescue route to avoid the previously high risk of impact. The trajectory is now 
planned closer to the densely populated area with high buildings. Again, we analyse each of the 
four individual risk classes. 
 
The A2G risk level, which was the main source of risk for Plan B, is now reduced, as the UAS are 
no longer flying directly overhead potential victims. However, since the trajectory is now closer 
to the populated area. The UAS now penetrates the densely populated area instead of just flying 
adjacent to it. However, as the duration of the penetration is relatively short, it is initially only 
assumed to be 4. Together with the same risk reduction technique as in Plan A (emergency cut-
off), the assumed risk value can be reduced to 3. 
 
The assumed A2A risk level is the same as for Plan A and Plan B, and remains 1. 
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The G2A risk, similarly to the A2G risk, is comparable to Plan A, but since the UAS penetrates the 
area of high buildings and dense population, its initial value of 3 can only be reduced to 2 by 
means of the emergency cut-off. 
 
Finally, the G2G risk is the same as for Plan B, since the First Responders’ route has not changed. 
Table 4 shows an overview of the risk values for Plan C, together with the RC level of 3. 
 

Table 4. Risk levels for Plan C 

Risk Class Initial Residual Comments 

A2G 4 3 UAS penetrating densely populated area, emergency cut-off 

reduces risk down to 3. 

A2A 1 1 (Same as Plan A) 

G2A 3 2 (Same as Plan A) 

G2G 2 2 Only small risk of fire flashover to rescue route, well-trained 

personnel acting as First Responders 

CR  3 Common risk: Highest value of all individual risk classes 
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Plan D 
Finally, the last plan, Plan D, is being devised as shown in Figure 6. 
 

 
Figure 6: Plan D mission overview 

 
The UAS trajectory has now been re-planned as indicated by the green line. While it now takes 
longer for the UAS to reach its target, its trajectory is now clear of the densely populated areas. 
 
Since the area of potentially collapsed buildings is sparsely populated, the A2G risk is assumed to 
be 3, mostly due to possible fly-away scenarios towards the First Responders’ path or towards 
the known location of a group of victims. This risk can be reduced to 1 using the emergency cut-
off as described above. 
 
Some A2A risk is present due to the relative proximity of the UAS and the police aircraft. Since in 
our scenario, the police aircraft is flying at a higher altitude, around 1000ft AGL, the risk of a mid-
air collision is minimal. Nevertheless, due to the emergency situation and possible high workload 
for the pilot of the police plane, we identify some remaining risk and assume an initial risk class 
of 2, without any means of reducing this risk (possible means would include equipping the UAS 
with provisions such as TCAS or FLARM, which are means of collision detection and avoidance 
based on vehicle-to-vehicle communication without ground-based coordination). 
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G2A risks are not identified on the planned route, but a minor risk of flashover from the area 
engulfed by fire to the area overflown by the UAS remains. The initial G2A risk level is assumed 
to be 2, and the commanding officers decide not to use any means of reducing this risk level 
further. 
 
G2G risks are identical to the levels found in Plan B and Plan C, since the First Responders’ route 
remains the same. 
 
Table 5 shows an overview of the risk values for Plan D, together with the CR level of 2. 
 

Table 5. Risk levels for Plan D 

Risk Class Initial Residual Comments 

A2G 3 1 UAS penetrating First Responders’ path, reduced by emergency 

cut-off. 

A2A 2 2 Low possibility of mid-air collision with police aircraft 

G2A 2 2 Minor risk of flashover from area engulfed by fire 

G2G 2 2 Only small risk of fire flashover to rescue route, well-trained 

personnel acting as First Responders 

CR  2 Common risk: Highest value of all individual risk classes 
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Summary of Exemplary Scenarios 

We have now analysed a situation with four different possibilities of devising routes for both UAS 
and First Responder teams. In Table 6, we list all four scenarios with their CR values. From this 
overview it becomes clear that the final plan, Plan D, is the plan with the minimal risk and it is 
advisable to follow this plan. 
 

Table 6. Summary of mission plans and risk levels 

Plan CR Highest Risk 

A 7 Collapsing buildings injuring First Responders or victims 

B 8 Crashing UAS injuring First Responders or victims 

C 3 UAS penetrating and crashing in densely populated area 

D 2 Unlikely mid-air collision, minor risk of fire flashover 

5. Discussion and Limitations 

In this document, we have shown an abstract, holistic risk model for assessing the intrinsic risks 
of an operation involving both UAS and First Responders. The risk model takes into account for 
different risk classes, namely A2G, A2A, G2A, and G2G, and creates a CR value as an overall 
indicator of risk of a given mission. We demonstrate an example of how a concrete risk 
assessment can be done on four different mission variations (Plan A through Plan D) 
implementing identical mission goals. 
 
There are currently, however, limitations to this model. First, we do not define how mission plans 
can be created. This means that neither the initial plans (Plan A in our example) nor subsequent 
iterations and variations of this plan (Plans B through D in our example) are defined by our risk 
model; the model is merely used to assess their risk once the plans are formulated. We therefore 
regard these plans as preconditions for our risk model. This limitation is by design and due to the 
definition of the risk model. In reality, mission plans are currently planned manually by a mission 
operator, hence, this limitation does not pose an issue. In addition to this manual planning, in 
RESPONDRONE, we envision the possibility of automatically devising alternative routes, 
especially for UAS, which would ease the creation of low-risk mission plans. 
 
Furthermore, it is important to note that the risk model only takes into account risk factors as 
defined in the four individual risk classes, but does not factor in operational metrics. For instance, 
taking a longer route might pose less risk, but also decrease the remaining operation time for the 
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UAS, and therefore its hover time. It is possible that in certain scenarios, the responsible operator 
might deem the flight time to be more critical to the overall mission, and accept a (slightly) higher 
risk. In our risk model, this decision is made after the evaluation of the CR values for all missions, 
and would mean that instead of choosing the mission with the lowest risk, the operation would 
deliberately accept certain risks. 
 
Finally, the risk model presented in this document is abstract, and we do not yet provide concrete 
numbers and weights for each threat. These detailed quantitative elements of the risk model are 
not trivial to define, as their numbers are initially based on educated guesses and can only be 
refined over time and with increased experience. The same issue is faced by SORA and by other 
aviation regulations; strictly speaking, risk is based on probabilities, and can therefore only be 
calculated based on observation, which requires sufficient empirical data. The usage of UAS itself 
is relatively young, and UAS have not yet been used in crisis management in a degree that allows 
for extensive quantitative analysis. When defining SORA, JARUS approached this issue also by 
first using (educated) best guesses for risk numbers, and subsequently adapting these numbers 
based on additional experience and based on observations from users of SORA. We envision a 
similar process, where numbers put forth by subsequent deliverables in this work packages will 
be seen as initial and preliminary, subject to change and adaptions over time. In addition, for the 
subsequent deliverables of this work package, where concrete numbers are planned, we plan to 
take into account existing scientific literature [5, 6, 7]. 
 
Nevertheless, the risk model at hand provides a basis for initial risk assessment. It will be 
developed further and concrete numeric values will be used to fill in its currently abstract 
definitions. Subsequently, the risk model will be useful for both mission operators as well as 
research as a basis for discussion and taxonomy of risks and threats of UAS operations in First 
response missions. 
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